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Abstract— We consider the secrecy inherent in the reciprocal
nature of multipath fading channels and present a technique to
generate a shared perfectly secret key by two terminals observing
a multipath fading channel. Using this technique we quantify the
secrecy that can be generated from ITU cellular channels for the
2GHz frequency range.

I. INTRODUCTION

In a source-type model for secrecy generation [2], [6],
two terminals observe a common random source which is
inaccessible to other terminals. Based on their dependent
observations, these two terminals generate a common secret
key by communicating with each other over a public channel.
A potential eavesdropper may observe the transmissions on the
public channel, but is unable to tamper with the transmissions.
The secret key generated by these two terminals should be
concealed from the eavesdropper. Specifically, the secret key
is required to be nearly “statistically independent” of the public
transmissions. Such a secret key is called a perfectly secret key
or an information theoretic secret key. Various extensions of
this source-type model have been investigated (see e.g., [3],
(41, [71, [12], [13]).

The theoretic aspects of the source-type model are well
understood and availability of even small-rate perfectly se-
cret key sources could be used to significantly enhance the
effectiveness of modern security systems. Nevertheless, there
are few practical applications of this model. The main reason
for this is the lack of a random source which is observable
to the two terminals but is inaccessible to other terminals.
One area where such a random source exists is quantum
cryptography. In the field of quantum cryptography, a random
source originates from quantum entanglement. Another area
where such a random source exists is wireless communications
[14]. Suppose that a pair of wireless terminals communicate
with each other on the same frequency in a wireless commu-
nication environment. The mutual wireless channel between
these two terminals can serve as a common random source: i)
The commonality follows from the reciprocity of the wireless
channel. ii) The randomness is well known to be inherent
in wireless channels due to the constantly changing physical
environment. In most cellular channels it is further enhanced
by the high number of scatterers. If both terminals possesses
some means of observing their mutual channel, the resulting
observations are highly statistically dependent. On the other
hand, the observations of a third terminal almost certainly
remain independent with the channel-specific observations of
the first two terminals if the third terminal is located more

than half a wavelength away from these two terminals. The
reference [14] proposes a practical system to construct a secret
key from a single path Rayleigh or Rician fading channel.

The problem of generating a secret key from an ultra-
wideband (UWB) channel has been studied previously in
[11]. In this paper we consider channels of much narrower
bandwidth, such as those commonly observed in cellular
communications. We observe that there are two key differences
between such channels and UWB channels:

e In cellular channels discrete multipath components can
overlap in a manner where they are no longer resolvable
(uniquely separable) at the receiver. This is typically not
an issue for UWB.

e On the other hand, for cellular channels multipath com-
ponents can be reasonably assumed to fade according to
Rayleigh or Rician fading processes, allowing for a direct
application of the results in [14]. Such an assumption
is not reasonable for UWB channels and in fact more
complex fading distributions are usually considered [11].

In this paper, we summarize an approach to extend the
techniques in [14] to non-UWB multipath fading channels. We
then use these techniques to quantify the secrecy capacities of
some of the ITU channels that are used for performance testing
of modern cellular communication systems [1].

II. PRELIMINARIES

A. Secret Key Construction From Jointly Gaussian Random
Variables

Suppose two terminals, Alice and Bob, respectively observe
m independent and identically distributed (i.i.d.) repetitions
of the dependent random variables X and Y, denoted by
XM = (Xy,---,Xp) and Y™ = (Y7,---,Y,,). Based on
their observations, Alice and Bob wish to generate a common
secret key K by communicating with each other over an error-
free public channel. The resulting secret key K should be
nearly statistically independent of the public transmissions,
and should satisfy a certain uniformity condition (see [2],
[6] for detailed description). The entropy rate of the resulting
secret key, viz., H(K)/m, is called a secret key rate. It is
known [2], [6] that the secret key rate is upper bounded by
the mutual information between X and Y, viz., I[(X;Y).

An efficient system is proposed in [14] to construct a secret
key for the above problem with the random variables X and Y
being jointly Gaussian random variables. This system is drawn
in Fig. 1. In the system, Alice first equiprobably quantizes



Block Error-| Syndrome
correction f——
Code

X" Xa
——— Quantization S

Coding [ Xb

PA process ——

Block diagram of secrecy processing for Alice

v

Decoding PA process

—_—
Syndrome

Block diagram of secrecy processing for Bob

Fig. 1. Secret key construction system

her Gaussian random variables X™. The quantization result
X, is converted to a bit string X using Gray coding. The
syndrome of the bit string Xj, in terms of a given LDPC
code, is then transmitted through an error-free public channel
to Bob. Based on the syndrome and his Gaussian random
variables Y™, Bob then tries to decode X; by applying
a modified belief-propagation algorithm, in which the log-
likelihood ratio is softly encoded. Finally, both terminals hash
out the publicly revealed information (i.e., the syndrome) from
the common bit string X, leaving purely secret bits K. The
process of hashing, also called privacy amplification (PA), has
been extensively discussed in [3]. It is reported in [14] that
at a target key bit error rate of 1074, the secret key resulting
from this system has a rate within 1.2 bits of the upper bound
I(X;Y).

B. Multipath Fading Channel Model

A wireless channel is well modeled by a collection of
discrete pulses with different amplitude and delay. Moreover,
except in the ultra-wideband scenario, each pulse is usually
well modeled as being subject to Rayleigh or Rician fading.
In other words, a wireless channel can be expressed as

L
a(t) =Y aib(t — ), (1)
=1

where (o) is the unit impulse function, L € [1,00) is the
number of paths of the wireless channel, and «;, 7; represent
amplitude and delay of the i*" path. In the Rayleigh fading
case, the amplitudes «,--- ,ay are independent zero-mean
complex Gaussian random variables. In the Rician fading case,
the amplitudes aq,--- ,ar are independent non-zero-mean
complex Gaussian random variables. Effectively, the two cases
are processed identically, once the mean is subtracted from the

Rician process. Therefore, it is sufficient to consider Rayleigh
fading only and we concentrate on this in the rest of the paper.

The channel impulse response (CIR) of a wireless channel
is given by

L
h(t) = p(t) * a(t) = Z aip(t — ), 2)

where p(t) is the “pulse shape” resulting from the pre-
determined band-limited transmit and receive filters. Equation
(2) implies that the CIR is the superimposition of multiple
delayed and scaled copies of the pulse shape p(t).

A wireless terminal can learn the condition of a wireless
channel by observing its impulse response. Typically, the
observation h[n] is a sampled noisy version of the CIR h(t),
ie.,

h[n} = h(nTs - 77) + Z[nTsL 3)

where T’s is the sample interval, 7 is the sampling time offset,
and Z[nTs] is the independent additive white Gaussian noise
sequence.

C. Upper Bound on Secret Key Rates

Consider two wireless terminals, Alice and Bob, which
communicate with each other on the same frequency in a
wireless environment. These two terminals are able to apply
training sequences in their transmissions to enable the re-
ceivers to observe the CIR of their reciprocal wireless channel.
The CIR observations of Alice and Bob, denoted by h 4[n] and
hp[n] respectively, are given by (3) with individual sample
interval, sampling time offset, and additive white Gaussian
noise. Nevertheless, the CIR observations h4[n] and hp[n]
are statistically similar because they originate from the same
CIR h(t)'.

If Alice and Bob wish to generate a common secret key
K, based on their m i.i.d. repeated observations h4[n] and
hp[n] followed by public transmissions between them, then
according to [2], [6], the entropy rate of the resulting secret
key H(K)/m is upper bounded by the mutual information
I(halnl]; hg[n]).

In the interest of presenting the mutual information
I(ha[n]; hp[n]) as a function of a single variable, we assume
hereafter that the power of the additive white Gaussian noise
in (3) is N. Let the mutual wireless channel between Alice and
Bob be an L-path fading channel with average path powers

(p1,- -+ ,pr)- Then it follows from the union bound that
L pi
I(haln]; hgln]) < log |1+ —X . 4
(haln] B[]),ZZ::1 g< 2+$§> 4)

When the first path in this L-path fading channel is set as the
reference path, the relative average path power of this channel

IThe CIR observations of Alice and Bob should be made as close as
possible to the same time in order to achieve the highest similarity for a
time varying channel.
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bound in (4) becomes

L _
SNR}?Z
1 1+ — 5
Zog<+2+ ; ) %)

i=1 SNR-p;

Thus, the upper

where SNR (= %) is defined for the reference path. The
convention of letting the first path have a nominal 0 dB power
is consistent with channel definitions used in [1], and we shall
follow it here. For the reader’s convenience, we list some ITU
channels in Table 1.

TABLE I

PROPAGATION CONDITIONS FOR MULTIPATH FADING ENVIRONMENTS

Channel model | Number of Relative path Relative average
paths delay (ns) path power (dB)
ITU PA3 4 0, 110, 190, 0, -3.0, -6.0,
410 -9.0

ITU PB3 6 0, 200, 800, 0, -0.9, -4.9,
1200, 2300, 3700 -8.0, -7.9, -23.9

ITU VA30 6 0, 310, 710, 0, -1.0, -9.0,
1090, 1730, 2510 | -10.0, -15.0, -20.0

Note that the upper bound given by (5) is not tight in
general due to inter-path interference. However, we expect
this upper bound to be tight for most of the ITU multipath
fading channels, since most of the paths of these channels
turn out to be separable paths. Hence, we shall still use this
upper bound in the rest of this paper. More generally, it may be
possible to estimate the mutual information between h 4[n] and
hp[n] using the channel covariance matrix or non-parametric
estimation techniques, such as, e.g., [9], [10].

III. PROBLEM SETUP

The secret key construction system in Fig. 1 is directly
applicable to the single path Rayleigh fading channel. Suppose
Alice and Bob observe the CIR of their mutual channel, which
is a single path Rayleigh fading channel. Each terminal can
select a single sample from a series of samples in h[n]>.
The selected samples at both terminals are jointly Gaussian
random variables. Since the samples are based on independent
observations, these samples could be set as the inputs to the
secret key construction system.

However, such a simple approach is highly suboptimal in
the multipath case. To approach the true secrecy generation
capabilities in the multipath case, it is necessary for both
Alice and Bob to remove the dependence among their CIR
samples, while still keeping the cross-dependence between
their selected samples. This is not a trivial problem. Note, for
example, that standard compression techniques fail. Although
these do produce independent samples (at least asymptotically)
the small differences present prior to compression will cause
the result to be quite different at the two terminals, making
agreement on a common key very difficult.

2Typically, the selected sample should have the largest amplitude in order
to achieve the maximal SNR.

Hence, it is desirable for both Alice and Bob to post-
process their CIR observations such that the process outputs
independent pairs of jointly Gaussian random variables that
remain highly correlated. To implement this operation we
introduce the CIR post-process block. With the availability of
this block, Alice and Bob are able to generate a common secret
key from their mutual multipath fading channel by applying
the techniques in [14] to each path.

IV. CIR POST-PROCESS BLOCK

Our approach to design the CIR post-process block is to
look for the discrete constituent multipath components that
produce the observed CIR. This is done independently by
Alice and Bob. The discrete path amplitudes derived at these
two terminals should satisfy the following properties:

1). Consistency: Alice and Bob should arrive at the same
paths.

ii). Independence: the resulting random variables should be
independent (or closely so).

Note however, that we do not require correctness: i.e., as
long as Alice and Bob identify the same candidate paths
leading to independent path amplitudes, we do not require
that these paths be the actual ones that created the observed
CIR. This suggests that every orthogonal decomposition of the
observed CIR, whenever it is consistent, provides a solution
to the CIR post-process block.

We propose an orthogonal greedy decomposition algorithm
(OGA), which is based on the solutions to the sparse represen-
tation problem [5], [8]. The basic principle of this algorithm
is that given an observed CIR, it selects a single discrete pulse
that provides the best possible fit according to some criterion.
The contribution of this pulse is then computed and subtracted
from the observed CIR. This process is repeated until some
stopping threshold is reached.

A. Orthogonal Greedy Algorithm

The orthogonal greedy algorithm is given below:

Let H(f) and P(f) be the Fourier transforms of the
sampled CIR h[n] (can be either h4[n] or hp[n]) and sampled
pulse shape p[n] = p(nTs), respectively. Let THR be a pre-
determined threshold. Set H;(f) = H(f) and i = 1.

Step 1: Find m > 0, ¢ € [0,27) and 7 € R, which
minimize

| Hi(f) = me?®P(f)e™ 27 |, (©)

where || a ||z denotes the [?>-norm of a vector a. Denote the
corresponding values by m;, ¢; and 7;. Let o; = m; el
Step 2: Set Herl(f) = Hl(f) — OliP(f)ei%rfTi.
Step 3: If m; < THR, then output

(061771),"' 7(%‘71771‘71)
and stop. Otherwise, let ¢ = ¢ + 1 and return to Step 1. [
It can be derived from Step 1 that

(¢s,7;) = argmax Re {em Z hi [n]pi[n]} , 7
[oXs

n=—oo
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o Re{e YL hilnlpr[n]}
' I P(f) II5 ’

where Re{e} denotes the real part of a complex number,
pr[n] = p(nTs—7), and h;[n] is the inverse Fourier transform
of H;(f). Equations (7) and (8) suggest that we first correlate
h;[n] against all delayed-and-sampled versions of p(t). The
optimum 7; is the delay for which the absolute value of the
correlation is maximum; the optimum ¢; is minus the angle of
the correlation at 7;; and the optimum m; is the absolute value
of the correlation at 7;, divided by the square of the /2-norm
of P(f).

®)

B. Implementation and Performance of OGA

In practice, it is impossible to correlate against all the values
of 7. Note that p,, [n] and p.,[n] are delayed versions of
each other if (11 — 73) is an integer multiple of Ts. If we
discretize the time line such that the time grid spacing is é,
for some integer (G, we need to implement a finite bank of
filters, each representing p,[n] for a different factional delay
7 € [0,Ts). The resulting algorithm is observed to have the
following properties:

o (Consistency) Subject to a small error probability this al-

gorithm is consistent, i.e., the paths detected by Alice and
Bob are identical. Ensuring full consistency motivates a
double-pass approach, which shall be briefly summarized
below.

¢ (Independence) The fitness criterion in (6) guarantees the

residual signal is uncorrelated with the selected signal.
Recall that a sampled CIR is a jointly Gaussian random
vector since it is composed of Gaussian noise and Gaus-
sian pulse amplitude. Because the OGA conducts linear
operations, the amplitude outputs of this algorithm (i.e.,
«) are also Gaussian random variables. Thus, the resulting
Gaussian random variables are independent — i.e., for
Rayleigh fading, the OGA guarantees independence of
the output data.

Finally we note that small consistency errors between ter-
minals can have a significant impact on the resulting secrecy
rate as they can cause a failure to reach an agreement on
a complete block of bits. These can be mitigated through a
double pass OGA approach, which operates as follows: (due
to space restrictions we have to omit the details)

o Perform OGA on each CIR observation to identify its
path delays.

o Since path delays change significantly less frequently
than path amplitudes, averaging the delays across many
CIR observations will provide a reliable indication of the
actual path delays.

o For each observed CIR, use the derived paths from the
averaged path delays to complete the OGA process.

Note that the first two steps in the above operations serve as
a path searcher, which may be implemented in alternate ways
such as utilization of the tap information gained from a rake
receiver or equalizer.

V. SIMULATION RESULTS

In this section, we examine the simulated secret key rate
resulting from passing the observed CIR of ITU standard,
reference multipath channels through the CIR post-process
block and the subsequent secret key construction systems.

The same LDPC code as in [14] is also used in the secret
key construction systems in the simulations, i.e., the irregular
LDPC code with rate % block size 4800 bits, and degree
distribution pair as

Mz) = 0.234029x + 0.2124252% 4 0.146898x°
+0.1028492° + 0.303808z*°
p(z) = 0.71875x" 4 0.28125x°.

Thirty iterations of the belief-propagation algorithm are al-
lowed. A target secret key bit error rate of 10~ is achieved
in all the simulations.

Figures 2 — 4 respectively show the secret key rates achieved
for ITU PA3, PB3 and VA30 channels. For comparison, we
also plot the upper bound (5) in these figures. It can be seen
from the figures that there are several kinks on the achieved
secret key rate curves. This is because when the SNR passes
a certain value, the given LDPC code is able to correct all the
errors between Alice and Bob’s CIR post-processed samples
from a certain path. At this point, the resulting secret key bits
from the additional detected path begin contributing, resulting
in a steep secret key rate increase.

Since most of the actual paths for ITU PB3 and VA30
channels can be detected by the path searcher, the achieved
secret key rates for these two channels have almost the same
slopes as the upper bounds. For these two channels, the gaps
between the achieved secret key rates and the corresponding
upper bounds are mainly migrated from the gap reported in
[14].

A large gap between the achieved secret key rate and the
upper bound for ITU PA3 channel is observed in Fig. 2. An
obvious reason is that only 1 or 2 paths out of 4 actual paths
are detected by the path searcher. The achieved secret key rate
is based on the detected paths, while the upper bound (5) is
derived from all 4 actual paths. To justify the above arguments,
we also plot a new “upper bound” based on the first two paths
of the ITU PA3 channel in Fig. 4. It is seen that the achieved
secret key rate has almost the same slope as this new “upper
bound.”

Note that the achieved secret key rates illustrated in these
figures are in terms of bits per channel observation. Since our
secret key generation system focuses on extracting secrecy bits
from independent channel observations, the terminals need to
wait for at least the coherence time of the channel before sam-
pling a new channel observation. With the carrier frequency of
2150 MHz, the coherence times for ITU PA3, PB3 and VA30
channels are around 71, 71 and 7.1 ms, respectively. Hence,
the achieved secret key rates can be expressed in terms of
bits per second. For examples, it follows from Figures 2 — 4
that the respective achieved secret key rates for [ITU PA3, PB3
and VA30 channels at a SNR of 30 dB are about 11.2, 30 and
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26.5 bits/channel observation. This corresponds to the secret
key rates of 158, 423 and 3732 bits/second.

VI. DISCUSSION AND FUTURE WORK

In this paper we presented an OGA-based scheme for chan-
nel decomposition which is then combined with techniques in
[14] for secrecy generation from multipath fading channels in
the non-UWB scenarios. While we observe that our technique
generally achieves the same slope as the secrecy upper bound,
a significant gap to the upper bound still exists. The main
reason for the gap is that we apply the techniques developed
in [14] in our secret key generation system. The 1-bit gap
observed by [14] translates to a 1-bit gap per path in our
simulation results. Hence, a good approach to increasing the
achieved secret key rates for multipath fading channels is to
close the gap for a single path Rayleigh fading channel.

The analysis presented in this paper is based on the com-
puter simulated CIR samples. Practical CIR measurements
are needed to establish true secrecy-generation capabilities of
wireless channels.
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